Searching Logs in IT2 Log Analytics

Below are brief instructions and examples how to use IT2 Log Analytics for RAW logs search.
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Using Log Search Table Dashboard
This dashboard offers a table view of raw log records. To quickly narrow the scope of records, one can use
filters and time range.

Filters
The following Filters are available out of the box:

e Server

e File Name

o Level (log level)

e Search (Ad-hoc Filter)

88 Logs Search Table -

Server All = File Name All = Level All - Search =+

Server, File Name, and Level filters are based on field enrichment by IT2 Log Analytics during logs
ingestion process. Filter usage is intuitive — click on the drop-down and choose one of the available options.
Options are generated based on records available once previous filters and timeframe are applied. For
example:

B8 Logs Search Table -

Server  scrbgcsdk008050 File Name  dpe.log ~ evel | |

All Timeline (selectable)

100 DEBUG

50 INFO
]

19:38

Count Total: 21.4820 K

Note: If needed, extra drop-down Filters can be configured by request - for example, User, etc.

There is also a Search Filter that allows searching of words of phrases in records available once drop-down
filters and timeframe are applied. The event itself is stored in the message field, so it is the best candidate
for such ad-hoc searches.



1. An example of a single word search (an ID):

88 Logs Search Table -

scrbgesdk008050 e e g h  message HOED2WSRFO9KB =+

Timeline (selectable)

19:43
Count Total: 2.000
Raw messages as a table (500)
i
2020-02-10 19:44:52 2 8 DPE Job (MSL TPDoc Sea Waybill Shipped): JobStatusid: HOED2WSRFO9KB, DocTypeld: 9KKEOS3DDSAAA, Kind: scv, #Documents: 1, scrbgesdk008050 dpe.log

2020-02-10 19:44:54 2020-02-10 17.44.54.418946 PID: 8079 DEFAULT INFO GSA Dispatcher: New state for Entityld ="HOED2WBRFO9KE' \Txld: '1SOI4WSRFOEEW' new state set to ‘DONE' Eventld = 'EIDODAI4WSRFOEEW' scrbgesdk008050 dpe.log
Requestid ='RIDSDAI4WSRFOEEW

Logs Search Table -

er  scrbgesdk008050 ~ File e dpelog~ message new state setto 'DONE'  +

Timeline (selectable)

Raw messages as a table (500)
i

2020-02-10 19:44:54 2020-02-10 17.44.54.418946 PID: 8079 DEFAULT INFO GSA Dispatcher: New state for Entityld = 'HOED2WBRFO9KB’ GSATxId: "1SOI4WBRFOEEW' new state set to ‘DONE’ Eventid = 'EIDODAI4WSRFOEEW' scrbgesdk008050 dpe.log
Requestid ='RIDBDAI4WBRFOEEW

2020-02-10 19:44:54 2020-02-10 17.44.54.500206 PID: 8080 DEFAULT INFO GSA Dispatcher: New state for Entityld = 'NGBM2WS8RFOIIB' GSATxId: ZO6JAWBRFOEEW' new state set to ‘DONE’ Eventid = 'EIDWLFRJ4WSRFOEEW scrbgesdk008050 dpe.log
Requestld ='RIDGMRJ4WSRFOEEW

Time Range

Another option to narrow the search is Time Range. Setting Time Range can be done either with Time
Picker in upper right corner or Timeline Panel,

Time Picker
Time Picker offers:

o Several default choices (for example, “Last 15 minutes”)

Custom time range

Last 5 minutes

Last 15 minutes v

Last 30 minutes

Last 1 hour

e Custom time range selection.



i+

From now-15m

February 2020 February 2020

Timeline Panel
One the other hand, the Timeline Panel allows visual time range selection. This can be useful when after all
the filters, only 1 or 2 records were found, and you would like to check other records around them.

For example:

1. Start with the ID search.

28 Logs Search Table -

Server  scrbgesdk008050 ~ FileName dpe.log v Level All~ Search message = MLBATT9RFOUJE +

Timeline (selectable)

Count Total: 1.000

Raw messages as a table (500)

2020-02-10 20:04:45 20204 0 18.04.45.402938 PID: 8068 MRE108 INFO Starting DPE Job (MSL CAM Message): JobStatusid: MLBA7TORFOUJB, DocTypeld: 2RYBSCTWDSAAA, Kind: direct, #Documents: 1, OrgSvcName:  scrbgesdk008050 dpe.log
GX4EQEQSSO0UP10

2. Click and hold the left mouse button to select the time range around your result. Once you are done,
release the button.

Timeline (selectable) ~

3. Clear Search filter.

88 Logs Search Table -

Server  scrbgesdk008050 ~ File Name dpe.log ~ Level All~ =  MLBA7T9RFOUJB +

— remove filter —

Timeline (selectable)

4. See the results.



88 Logs Search Table -

Server  scrbgesdk008050 ~ File Name  dpe.log ~ Level All~ Search  +

Timeline (selectable)

20:04:38 20:04:39 20:04:40 20:04:41 20:04:42 20:04:43 20:04:44 20:04:45 20:04:46 20:04:47 20:04:48 20:04:49 20:04:50 20:04:51 20:04:52 20:04:53 20:04:54 20:04:55 20:04:56
Count Total: 305.00
Raw messages as a table (500)

file_name

csdk008050 .
20:04:37 2020-02-10 18.04.37.139104 PID: 8436 DEFAULT INFO MQ Message Received: Msgld: '414D512047435353505441312020202021BF3C5E486F 1126'. PutDate: "20200210°. PutTime: "18043664" LAY el
:04:37

2020-02-
10 2020-02-10 18.04.37.139104 PID: 8436 DEFAULT INFO TBegin(Eventid="EIDKY9CZTIRFOEEW",Requestid="RID5Y9CZTORFOEEW" SrvName="DocBroker2DPE", TxName="GSA Proxy",TxTime="2020-02-10 18.04.37.139424") scrbgesdk008050  dpe.log

5. If needed, farther narrow the time range.

Raw Messages Table

Once all the Filters and Time Range are applied, results can be seen in a table. By default, the first 500
records are displayed (configurable by request). Server and File Name columns are available to reference
(can be useful if corresponding filters are set to All). You can click on any column to change the sort
direction.

If something has caught your eye, you can copy a word or phrase and paste it into the search filter. Another
option is clicking on a cell, move the mouse pointer to the lower right corner, and choose either "Filter for
value" or "Filter out value" option (and edit afterward, if needed).

Raw messages as a table (500)

file_name

bgcsdk008050  dpe.l
20.04:37 2020-02-10 18.04.37.139104 PID: 8436 DEFAULT INFO MQ Message Received: Msgld: '414D512047435353505441312020202021BF3C5E486F 1126, PutDate: "20200210". PutTime: "18043664" serhgess peleg
:04:37

2020-02-
10 2020-02-10 18.04.37.139104 PID: 8436 DEFAULT INFO TBegin(Eventld="EIDKY9CZT9RFOEEW" ,Requestid="RID5Y9CZTIRFOEEW" SrvName="DocBroker2DPE", TxName="GSA Proxy", TxTime="2020-02-10 18.04.37.139424") scrbgesdk008050
20:04:37

2020-02-10 18.04.37.139104 PID: 8436 DEFAULT INFO TBegin(Eventld="EIDKY9CZT9RFOEEW" ,Requestid="RID5Y3CZTIRFOEEW" SrvName="DocBroker2DPE", TxName="GSAProxySendTasks", TxTime="2020-02-10 scrbgesdk008050
20:04:37 18.04.37.195127")

2020-02-

bgcsdk008050
2020-02-10 18.04.37.139104 PID: 8436 DEFAULT INFO TEnd(Res="Success") -} S

Filter out value

Note: If needed, extra columns can be configured by request - for example, Level column, etc.

Using View Logs by Server and File Dashboard
This dashboard allows you to quickly browse logs for a particular Server and File Name, just like looking at a
log file. You can only select Server, File Name, and Time Range, there is no ability to search.

Filters
The following Filters are available out of the box:

e Server
e File Name



28 View Logs by Server and File -

scrbgesdk008046 ~ FileName gcss.gsalog ~

Timeline (selectable)

2003:00 20:0310 20:03:20 20:03:30 20:03:40 2003:50 20:04:00 20:04:10 20:04:20 20:04:30 20:04:40 20:04:50 200500 200510 200520 200530 20:0540 200550 20:06:00 2006710 20:06:20 2006:30 20:06:40 20:06:50 20:07:00 20:07:10 20:07:20

Count Total: 18.1460 K

Logs for selected Server, File and

dentifie
her calling worke GX37SHUTMOR1G
RIDMEBCAYIRFOIIB",

2020-02-18

20 _po_

Scroll up and down with a mouse wheel.
Note: If needed, extra drop-down Filters can be configured by request - for example, User, etc.

Time Range

Time Range can be easily selected with either with Time Picker in the upper right corner or Timeline Panel.
For details, see corresponding sections for the "Using Log Search Table Dashboard."



